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Institutional Review Board (IRB)
GUIDELINES FOR CONFIDENTIALITY OF HUMAN SUBJECTS RESEARCH
1. Overview

Saint Louis University (SLU) and federal regulations require that confidentiality be maintained by investigators who conduct research involving human subjects. Investigators must ensure that research data is kept in accordance with SLU Information Security Policies and supporting standards as described below. Investigators should use these guidelines to assist in determining the most appropriate methods for maintaining confidentiality. Investigators and individuals with data management duties should be familiar with these guidelines.

2. Basic Principles

Management of human subjects research data includes: 

· data collection,

· data entry,

· database repository oversight (controlling access, tracking use of analytic datasets), and

· data sharing/data transport.

In general, data should be kept in a manner that minimizes risk to research participants. This can be done by applying the minimum necessary rule (e.g., collecting/storing the minimum amount of identifiers as necessary, giving access to the minimum amount of persons as necessary, restricting data to the minimum amount of sensitive information necessary).

3. Data Classifications and Risk Assessment

Data created in human research studies are considered sensitive data according to SLU classes of data. Within that designation, however, the risk of harm to research participants due to a breach in confidentiality varies depending on: 

· sensitive nature of data,  

· identifiability of data (anonymous, de-identified, coded, contains identifiers), and 

· how and with whom data are shared.  

Risk elevates as data are more sensitive, more identifiable, and/or as data are shared with greater numbers of individuals or externally. When designing new research protocols, investigators should take into consideration the type of data they will create in the study and put the appropriate data protections in place. 

Investigators should refer to the Sensitive Data Guide to determine what type of data they are creating in the research study, and what types of data storage and practices are allowed. The page features drop down feature methods of determining acceptable locations or a link to a table showing acceptable storage locations and practices.

4. Best Practices for Sensitive Data at Rest, Data in Use, Data in Transit:

· Store data (primary & backups) in an approved storage location
· Use de-identified, limited identifier or coded datasets as much as possible

· Store master lists separately from coded datasets

· Only share data with authorized individuals (those identified in IRB-approved protocol)

· Use full disk encryption* if storing data on a laptop

· Consider purchasing encrypted external devices* if you plan to store, transport, and/or share using external devices (hard drives, thumb drives)

· Use complex passwords (for applications, operating system, and encryption)

· Share and store using only University approved methods with appropriate share level provisions

· Approved applications such as RedCap

· Approved cloud storage such as Google drive

· University Network Shared Drive (T drive)

· University Network Personal Drive (U drive)

* For additional encryption guidance, see Protecting SLU’s Data.

5. IRB Application and Review 

Details of the information security will be requested in the SLU IRB Application and considered by the IRB in the review process. Information provided in the IRB Application should include enough detail to cover data storage, access and transfer. Things to consider: 

· How will data be collected, entered and stored, transferred from user to user or study site to SLU?  For electronic data, allowable storage locations must be used at each phase of the data collection process, whether at rest or in transit. Hard copy data must be secured from unauthorized access and properly destroyed when appropriate.  

· Who has access to raw data, hard copy (paper) data, identifiable datasets, de-identified datasets?  Access to the data, whether electronic or hard copy is the ultimate responsibility of the Principal Investigator (PI). He/she should determine who should have access to the data and share access to authorized persons only (personally or through an authorized designee).

· If shared outside of SLU, a data use or other type of agreement may be required, which will be determined during IRB review.

Once the data security plan is detailed in the IRB Application and approved, investigators are expected to follow it. Any deviations from the plan must be approved by the IRB via submission of an Amendment prior to implementing the change; failure to do so could put study participants at risk and will be considered a protocol violation that is reportable to the IRB. See the SLU IRB Reporting Requirements.

6. Highly Sensitive Data/Certificates of Confidentiality

Though human subjects research data is all considered “sensitive data” from a University standpoint, the IRB has particular concern for data that has a higher potential to result in personal harm if information becomes known outside of research. This highly sensitive data can include research on:

· Illegal behaviors/illegal immigrant status

· Illicit Drug use

· Sexual behaviors

· Mental health or other sensitive health or genetic information

· Data collected under a Certificate of Confidentiality

PIs should make an initial determination regarding the appropriateness of obtaining a certificate of confidentiality (COC) for the research. COCs may allow researchers to refuse to disclose names or other identifying characteristics of research subjects in response to legal demands. COCs are issued by the National Institutes of Health (NIH) or other HHS agencies and may be secured regardless of project funding source. The IRB may also determine that pursuance of a COC is required for IRB approval.

COCs do not eliminate the need for investigators and the IRB to ensure that appropriate data security measures are in place to protect research subjects’ data.

7. Data Administrators/Gatekeepers

Investigators and data administrators/gatekeepers should act in accordance with the approved IRB protocol and applicable laws (e.g., HIPAA/FERPA) when requesting and issuing analytic datasets. Copies of IRB approval letters, approved datasets/data collection sheets and approved protocols can be provided by the PI for documentation purposes. Gatekeepers/report generators should log the release of analytic datasets and consult the SLU Privacy Officer or IRB Office with questions or concerns. Investigators/data gatekeepers sharing data outside of the institution should act in accordance with the approved IRB protocol, applicable laws, and in accordance with minimum necessary principles (e.g., data should contain the least amount of identifiers as possible).

Any questions about IRB approval can be sent to irb@slu.edu. 

8. Definitions
Definitions for the purposes of this document:
Analytic dataset - a subset of a database created by a data administrator or data gatekeeper in accordance to the data abstraction request of an investigator and as approved by the IRB. Analytic datasets may contain identifying information, only a unique identifier, or no identifiers. 

Anonymous - research in which all samples and data will be free of identifiers, including code numbers for which investigators have a link to individual identities.

Classes of data:  

Public Data: University maintained electronically stored data for which inappropriate use or access presents a low reputational and/or business risk to the University.  Public Data protection typically is at the discretion of the owner or custodian and includes general University information, such as campus maps, directory information, and acceptable public facing information.
Confidential Data/Information: University maintained electronically stored data for which inappropriate use or access presents a high to medium reputational and/or business risk to the University. Confidential Data typically is subject to legal requirements for University protection of the data arising under contractual non-disclosure obligations and includes a subset of restricted business units, colleges, schools or departmental data.

Restricted Data/Information: University maintained electronically stored data for which inappropriate use or access presents a very high to high reputational and/or business risk to the University. Restricted Data typically is subject to significant legal requirements for the protection of the data and includes data/information such as Social Security numbers, medical records, information related to students, human resources, donors or prospective donors, financial data, contracts, credit card numbers, research and clinical human subject or government contract data and certain classified management information.

Sensitive Data: Blanket term for Confidential and Restricted Data/Information.

Coded - research in which (1) identifying information, such as name or social security number, has been replaced with a number, letter, symbol, or combination thereof (i.e., the code), and (2) a key to decipher the code exists (e.g., a master list), enabling linkage of the identifying information to the private data or specimens that are collected as part of the research.

Database - generally refers to the study database, e.g., repository of all study data. Databases often contain identifying information about participants, either directly or through linkable codes. Databases may be simple, with all data residing in a single tabular format, or complex, with multiple tables containing different participant data, linked together by a common identifier. 

Data Gatekeeper – an individual who maintains the database and/or is authorized by the study PI to manage the issuance of analytic datasets. 

Data In Transit - refers to the mobility of data and/or the transfer of data from an external entity to SLU or vice versa.  It could include having data on the c drive of a laptop, on a flash drive, etc.  

Data Security Plan - outlines procedures in place to secure research data throughout the life of the study (from data collection to long term storage and/or destruction. Includes who has access to the data, how data are transported (if applicable), and where data are stored.
Data Use Agreement (DUA) - a contractual agreement executed by the PI with the data user/provider binding each party to terms and conditions governing the use of the data, including security requirements, confidentiality, intellectual property/attribution, restrictions on use, length of time use permitted, end of use requirements (return/destruction), etc. This agreement can be used to govern or manage sharing of data with external collaborators. 

De-identified - research in which all samples and data will be stripped of identifiers, including code numbers for which investigators have a link to individual identities, after coming into the possession of the researcher.  In this research, no master list of participants will exist, so there will be no link between samples/data and participants’ identities. See HIPAA de-identification provisions.
Identifiers - for the purposes of this guidance, the HIPAA list of identifiers.
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