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Guidelines for HIPAA in Research 

A. Introduction

The HIPAA Privacy Rule established national standards to protect individuals’ medical records and personal health information. The rule requires appropriate safeguards be in place to protect the privacy of personal health information, and sets limits and conditions on the uses and disclosures that may be made of such information without patient authorization. 
Saint Louis University is a covered entity subject to HIPAA regulations; as such, SLU researchers are expected to conduct research in accordance with HIPAA regulations and related institutional policies. These guidelines are in place to assist researchers with conducting research in compliance with HIPAA.  
B. Definitions
· Protected Health Information (PHI) is individually identifiable personal health information that is a subset of health information, including demographic information collected from an individual, and:
1. Is created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse; and
2. Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and
i. That identifies the individual; or 
ii. With respect to which there is a reasonable basis to believe the information can be used to identify the individual.
· Health care means care, services, or supplies related to the health of an individual. Health care includes, but is not limited to, the following:

1. Preventive, diagnostic, therapeutic, rehabilitative, maintenance, or palliative care, and counseling, service, assessment, or procedure with respect to the physical or mental condition, or functional status, of an individual or that affects the structure or function of the body; and

2. Sale or dispensing of a drug, device, equipment, or other item in accordance with a prescription.
· Personal identifiers
HIPAA defines the following as personal identifiers. Limited identifiers are shown in bold text.
1. Names;
2. Social security numbers;
3. Telephone numbers;
4. Linkable code or any other unique identifying number (not including a code/subject ID assigned by the investigators);
5. All geographic subdivision smaller than a state including street address, city, county, precinct, zip code and their equivalent geocodes except for the initial three digits of a zip code*;
6. All elements of dates** (except year) for dates directly related to an individual, including dates of admission, discharge, or service, and date of birth/death;
7. Fax numbers;
8. E-mail addresses;
9. Medical record numbers;

10. Health plan beneficiary numbers;
11. Account numbers;

12. Certificate/License numbers;
13. Vehicle identifiers and serial numbers;
14. Device identifiers and serial numbers;
15. Web universal resource locators (URLs);
16. Internet Protocol (IP) address numbers;
17. Biometric identifiers, including finder and voice prints;

18. Full face photographic images and any comparable images; and

19. Any other unique identifying number, characteristic or code.
*Addresses- All geographical subdivisions smaller than a state, including street address, city county, precinct,  zip code, their equivalent geocodes, except for the initial three digits of the zip codes, if according to the current publicly available data from the Bureau of the Censes: (1) geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and (2) The initial three digits of the zip code for all such geographic units containing 20,000 or fewer people is changed to 000.
**Dates-  All elements of dates (except year) for the dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older.

C. Categories of Data Identification
There are 3 different categories: 
1. De-identified- all personal identifiers listed above have been removed from the dataset and the researcher has no knowledge that a participant could be re-identified based on the remaining information.
2. Limited Data Set- identifiers in the dataset are limited to dates (admission, discharge, service, DOB, DOD); city, state, five digit zip code; and age as shown in bold text in the list of identifiers above.
3. Identifiable Information- data contains PHI/one or more of the personal identifiers listed above.
Note: there are additional standards and criteria to protect individuals from re-identification. Any code used to replace the identifiers in datasets cannot be derived from any information related to the individual and the master codes, nor can the method to derive the codes be disclosed. 
D. Addressing HIPAA in IRB Applications
Investigators will be asked whether or not health information and/or PHI will be used, accessed, or collected and recorded in their research study. The following information describes how the different categories of health data relate to IRB review. NOTE: if investigators must access PHI from anyone other than their own patients to determine if a research study is feasible, the Preparatory to Research Review Application should be completed and submitted to the SLU Privacy Officer for approval before accessing PHI.  
Studies that involve prospective data collection in which health information is received from an interaction (including survey research) or intervention with research participants typically require expedited or fullboard review (depending on the nature of the study). Exempt category #2 research does not allow for collection of health information.  HIPAA must be satisfied by obtaining HIPAA Authorization from the participant (or their guardian/LAR) or by requesting a waiver of HIPAA Authorization from the IRB. The SLU HIPAA authorization form is separate from the Informed Consent form. The HIPAA authorization form should be submitted with your expedited or fullboard IRB application.
Studies only involving prospective data collection from patient charts may qualify for a waiver of authorization if the investigators can demonstrate that obtaining authorization is not practicable. These studies typically qualify as expedited category #5 research.
Studies that involve retrospective data collection from medical records or other existing health information sources can fall into different categories of IRB review depending on the type of health information that is accessed/obtained and recorded.
1. De-identified Information:  
a. Studies in which health data are obtained from an external source (outside of SLU) without identifiers may qualify as not human subjects research. Researchers should complete the HSR Determination Form to determine if an IRB Application is required, and any requests for agreements (such as code access agreement) should be followed.

b. Researchers who access PHI from internal (SLU or SSM sites in which SLU physicians practice) medical records or other existing sources and record data in a de-identified fashion as defined above typically qualify for review under exempt category #4. This is unlike scenarios where identifiers or a coded master list is needed which does not qualify for exempt review (typically these are expedited category #5). In the HIPAA page of the IRB application, researchers should indicate that no identifiers will be recorded.
2. Limited Identifiers/Limited Dataset:  
a. Studies in which health data are obtained from an external source (outside of SLU) with only limited identifiers as defined above may qualify as not human subjects research. Researchers should complete the HSR Determination Form to determine if an IRB Application is required, and obtain an external Data Use Agreement (DUA). The providing entity should initiate the DUA.

b. Researchers who access PHI from internal (SLU or SSM sites in which SLU physicians practice) medical records or other existing sources and record data with only limited identifiers as defined above typically qualify for review under exempt category #4. This is unlike scenarios where identifiers or a coded master list is needed which does not qualify for exempt review (typically these are expedited category #5). In the HIPAA page of the IRB application, researchers should indicate that only limited identifiers are recorded. An internal data use agreement (DUA) should be completed in the IRB Application.
3. Identifiable Protected Health Information (PHI): 
a. Studies in which health data are obtained from an external source (outside of SLU) with identifiers as defined above require IRB review, typically under expedited category #5. Study participants must provide authorization for research use of their health information or the researchers must justify a waiver of authorization in their IRB Application. Note: If the only identifier provided to the SLU team is a code that the external collaborator can connect to individuals but the SLU team cannot, this can be considered de-identified for SLU – see de-identified scenarios for guidance. 
b. Researchers who access PHI from internal (SLU or SSM sites in which SLU physicians practice) medical records or other existing sources and record data with identifiers as defined above (including with codes that can be linked to individuals through a master list) typically qualify for review under expedited category #5. Study participants must provide authorization for research use of their health information or the researchers must justify receiving a waiver of authorization in their IRB Application.
E. Other HIPAA Approvals/Forms

HIPAA Authorization Form: A statement, signed by the research participant, that gives the researcher permission to use/disclose PHI collected during the research study for defined purposes. The SLU HIPAA authorization form is separate from the Informed Consent form and should be submitted with the IRB application for review. 

HIPAA Waiver of Authorization: A request to forgo the authorization requirement because the disclosure of PHI is minimal risk to the subject and the research cannot practically be done without access to/use of PHI. Requests for waiver of authorization should be included in the IRB Application. The IRB can act as a privacy board to grant waivers of HIPAA Authorization.
Decedent Research:  PHI is used/obtained/recorded is only from deceased (prior to the study) persons’ records/specimens. Complete the Notification of Decedent Research form and submit to the IRB office before conducting the research.

Business Associates Agreement:  If you are disclosing PHI to a third party that performs a service on your behalf, you may need to sign a business associate contract with the recipient. Contact the SLU Privacy Officer to initiate the agreement.
Internal Data Use Agreement: Studies that have been deemed not to qualify as human subjects research but use internal limited datasets require submission of an Internal DUA as assurance from the SLU investigator that all obligations will be followed.
External Data Use Agreement (SLU providing data): The SLU Data Use Agreement can be used when SLU agents will be providing a limited dataset of health information to an external researcher.
 F. Investigator Responsibilities
· Submit IRB and HIPAA documents to the IRB or Privacy Officer in accordance with institutional policy and guidelines.

· Obtain HIPAA Authorization or HIPAA agreements as required by the IRB or Privacy Officer BEFORE research activities begin.
· Provide the SLU Notice of Privacy Practices to research participants as needed.

· Keep signed HIPAA Authorizations and/or other HIPAA agreements/records in research records in accordance with IRB approved procedures for a minimum of six years (or longer if other data retention requirements apply). 

· Any violations in obtaining HIPAA Authorization must be reported to the IRB on a Report Form as a protocol violation.
· Notify participants in writing that requests to revoke HIPAA Authorization have been received and process as a subject withdrawal if needed.
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